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Abstract: Smart Home is a technology that functions intelligently connecting various 

sensors and information technology-based devices to facilitate the automation of 

household appliances, home lighting, heating, and cooling systems, as well as security 

and safety systems at home. Although the application of Smart Home technology 

promises ease and comfort in carrying out daily life at home, many technical challenges 

must be overcome to achieve guaranteed comfort and safety. Special security design is 

needed for access control and considers how to set a simple and safe access control policy 

for visitors for the devices and home resources that visitors use. The design of Smart 

Home tends to be systematic, intelligent, and convenient and can be arranged in the form 

of a set of security protection systems for web-based Smart Home which accesses data 

through an encryption process. 

Index Terms: Automation, Cloud, Data Security, Encryption, IoT, Network, Smart Home 

1. INTRODUCTION 

Smart Home technology promises ease and comfort in carrying out daily life at home. Promises ease 

and comfort so nowdays Smart Home technology is growing so fast and big in the market as an tertiary 

need for people. Market research by Zion‟s Market Research shows that the value of smart home in 2016 

was USD 24.10 billion and in 2022 it is expected  to  grow  to  USD  53.45  [1].  A  smart  home  is  

linking together  computer  innovation,  pervasive  technology,  image processing,  advanced  

communication  technology  and  finally  a network of connected devices to deliver services to home 

users [2]. The  conventional  digital  home  is  connected  based  on  wired technology  which  imposes  

constraint  such  as  setting  up  the cabling, costly installation, and poor system scalability. Whereas 

today smart home is designed in a wireless sensor network, absorb less installation cost and support great 

system versatility [3]. The important  aspects  of  users adopting smart  home are  because  of energy  

efficient,  home  security,  convenience,  entertainment, remote  health  monitoring  and  connectivity  [2].   

Tremendous development of Internet and communication technologies has lead smart  home  for  a  

better  home  facilities.    In  the  smart  home environment,  internet  of  things  (IoT)  is one  of  the 

technologies that  play  a  crucial  role  in  connecting  various  devices  to  IoT application to track user‟s 

activities and acquire data generated in the home [5]. An  immense  amount  of  resources  are  being  
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invested  by  the government  bodies  and  industries  in  providing  the  public  with technologies  related  

to  IoT  and  smart  home.  [4].     IoT  is  an evolving  technology  that  embeds  physical  devices,  

vehicle, appliances,  sensors,  intermediate  devices  which  helps  to communicate  between  these  

devices to  make  our  lives  smarter. Most  smart  home  devices  are  supported  by  both  wired  and 

wireless communications. 

In smart homes, different home appliances  for example, lighting, AC, CCTV cameras, smart TV, 

washing machines and other items are  controlled  by  using  a  remote,  smartphone  or  a  tablet  [1]. 

Integrated  homes  display  a  dynamic  way  of  viewing  and controlling the devices [4]. 

The purpose of writing this research paper is to understand the technical work of a smart home 

system that uses information assets while the system works by providing comfort and ease of 

management of household facilities, information asset transfer mechanisms along with threats to the 

security of information accessed, and home security design applications. Smart Home is ideal by applying 

data encryption methods. The structure of the rest of the paper will be as follows: 

1. Section 2 – Smart Home System Explanation 

2. Section 3 – Smart Home Security Threats 

3. Section 4 – Encryption Methods 

4. Section 5 – Data Encryption Implementation on Smart Home Security 

5. Section 6 – Conclusion 

2. SMART HOME SYSTEM EXPLANATION 

Smart Home has to be understand as a system that provides easiness for people to do their daily 

home needs by implements computer innovations, pervasive technologies, image processing, advanced  

communication  technology,  and  a network of connected devices to deliver services to home users. To 

have a better understanding of the smart home system, it has to be known some preliminary explanation 

about smart home that includes: Definition of Smart Home, Purpose of Smart Home, Smart Home 

Architecture, Internet of Things and Smart Home Relationship, Cloud and Smart Home Relationship, and 

Application in Smart Home. 

2.1. Definition of Smart Home 

A  smart  home  is  a  place  with  heterogeneous  systems  to  many front  devices  with  the  support  

of  embedded  information  and communication  architectures  [6].  Meanwhile,  [7]  describe  the smart 

home as a home with an integration of digital sensing and communication  devices  to  produce  services  

through  seamless communications.  The  technology  of  a  home  which  makes  the housework or 

household activity to be automated is named home automation [8].  
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The types of home automation are technology in controlling lights, air  conditioner  and  heating  

appliances,  high-security  gates  and locks [9][10][14].  Researcher [11], mentions that a smart home is a 

home with reduced or no human intervention, produce services and information from a composite of 

other information. Moreover, the smart home is a standard home with a few home automation systems  

that  basically  extract  the  data  representing  the environment and information gathered at home reliably 

supports the home services [10].  

2.2. Purpose of Smart Home 

Smart Home has a purpose of providing services such as control of energy, better security, and home 

entertainment, dependent and independent lifestyle planning [7]. Its objective is also to reduce human 

intervention to operate manual homes and help users to get services  and information  gathered  from  the  

smart  home.  [2].  A smart  home  is  recognized  to  give  convenience,  tranquility  and centralizing  

access  to  control  automation  [12].  The  purpose  of smart is to  provide  home users  support  in 

decision making and informed  choices  through  equipping  them  with  important information about 

their household context [13].  

2.3. Smart Home Architecture  

Since the concept of IoT was introduced to the smart home implementation, this field knew some 

great changes and improved a lot. Smart home is designed to make houses more automated and 

intelligent to offer the residents a comfortable life where they can easily control and monitor all 

devices inside the home. According to Satpathy[15]: “A home which is smart enough to assist the 

inhabitants to live independently and comfortably with the help of technology is termed as smart home. 

In a smart home all the mechanical and digital devices are interconnected to form a network which can 

communicate with each other and with the user to create an interactive space”. 

Figure 1. Architecture of a smart home [15] 
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A smart home comprises a multitude of devices that supports different communication technologies. 

They are connected to applications and gateways providing connectivity to the Internet and building a 

tunnel between different technologies within the house. These devices form a heterogeneous network by 

interacting and cooperating with each other. The user connects to the smart network using smartphones, 

tablets, etc. 

We can identify three elements that guarantee the success of the smart home concept: 

• Connected objects (IoT). 

• Cloud 

• Applications 

2.4. Internet of Things and the Smart Home Relationship 

There is no standard, unified and shared definition of the Internet of Things but after several 

researches, a definition that we found more relevant “the Internet of Things is a network of networks 

which enables the identification of digital entities and physical objects – whether inanimate (including 

plants) or animate (animals and human beings) – directly and without ambiguity, via standardized 

electronic identification systems and wireless mobile devices, and thus make it possible to retrieve, store, 

transfer and process data relating to them, with no discontinuity between the physical and virtual worlds”. 

In Figure 2 [16] we describe the main and the most important communication protocols used in a 

smart home based on the Internet of Things (IoT) according to the OSI model. Those protocols provide the 

communication between the components of a smart home and transport the information between devices. 

Figure 2. IoT Protocols[16] 

Physical and Data Link Layers: The most well known physical and data Link layers protocols used to 

construct the smart home are WiFi, Bluetooth, ZigBee based on the 802.15.4 standard and LoRaWAN. 

Network Layer: Network layer protocols for the IoT and smart home applications are responsible for 

connecting the smart things, network devices and servers. Thanks to IPv6 functionalities (the large address 
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space, stateless and stateful address configuration) needed by the IoT applications including smart homes 

to enable addressing (without using NAT Translation) of smart devices andbthe direct routing of packets. 

Other protocols are used such as IPv6 over Low power Wireless Personal Area Networks (6LoWPAN) 

and Routing Protocol for Low power and Lossy Networks (RPL). 

Transport Layer: Regarding the transport layer which ensures that the data is sent rapidly and 

efficiently, UDP is preferred as a simple OSI transport layer protocol for client/server network 

applications based on IP and Datagram Transport Layer Security (DTLS) which provides communications 

privacy for datagram protocols and a better security in a way to prevent eavesdropping, tampering, or 

message forgery. 

Application Layer: The application layer is responsible for delivering specific application to the user. 

The most important application layer protocols for IoT and smart home environments are Constrained 

Application Protocol (CoAP), MQ Telemetry Transport (MQTT), eXtensible Messaging and Presence 

Protocol (XMPP) and Message Queuing Protocol (AMQP). 

2.5. Cloud and the Smart Home Relationship 

The data generated every second from smart home may contain very important and private 

information, but its amount can be too much to store or to be analyzed locally. To solve these problems, 

the cloud computing has been adopted in smart home environment. The cloud is the most important and 

complex part integrated in the smart home architecture. The smart home can send data into the cloud; the 

user’s devices will be connected to the cloud where he has the access to the shared data when he needs it. 

Recently, the term cloud computing has become more and more popular in our daily life where we 

can store our important files and data to prevent a computer fault from destroying it. The main task of the 

cloud computing is that it can adapt to user’s conditions and to different circumstances such as CPU speed, 

memory size, storage space , etc. 

The NIST organization defines: “Cloud computing is a model for enabling convenient, on-demand 

network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, 

applications, and services) that can be rapidly provisioned and released with minimal management effort 

or service provider interaction. This cloud model promotes availability and is composed of five essential 

characteristics (On-demand self-service, Broad network access, Resource pooling, Rapid elasticity, 

Measured Service); three types of services (Cloud Software as a Service (SaaS), Cloud Platform as a 

Service (PaaS), Cloud Infrastructure as a Service (IaaS)); and four deployment models (Private cloud, 

Community cloud, Public cloud, Hybrid cloud)”.  
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Figure 3. Four Cloud Deployment Models [17] 

Generally, there are four deployment models for a cloud infrastructure: private, hybrid, public and 

community cloud. A private cloud is used only by the same company or by a third party and still be a 

private cloud for that company, this type of cloud is secure and easy to maintain but it needs a high cost to 

deploy it. In the public cloud different users from anywhere can easily access the public cloud via a public 

network like the Internet, this type of cloud has security issues and it is vulnerable to attacks. The hybrid 

cloud is a combination of multiple cloud computing models interconnected with each other to offer more 

benefits to the environment. And the community cloud is shared by different organization belong to the 

same community, it is usually hosted externally but it may be hosted internally by a member. 

In addition, there  are three  types of services  in use by the cloud models.  Those  services  are  

Infrastructure  as  a  Service  (IaaS), Platform as a Service (PaaS) and Software as a Service (SaaS). IaaS 

aims to  provide  access  to  a  virtualized computer park.  The consumer is capable to install an operating 

system or applications, for  example:  Openstack,  OpenNebula,  etc…  In  the  PaaS  the operating  system  

and  infrastructure  tools  are  under  the responsibility of the vendor. The consumer has control only on 

the applications  but  he  doesn’t  have  the  control  over  the  underlying infrastructure  like  Amazon  

Web  Services.  The  applications  in SaaS are available to consumers; they can be manipulated using a 

web browser, emails…from many devices like computer, mobile or tablet. Example of SaaS: Google 

Docs, Gmail, etc. 
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2.6. Applications in Smart Home  

In  smart  homes,  there  are  many  kinds  of  applications,  which provide  intelligent  and  

automated  services  to  the  user  which makes his life more comfortable and even more interesting. Those 

applications help in the daily activities and help in maintaining a routine for individuals. Some of these 

applications are:  

Smart bed: Smart bed  system can  be  fabricated as  a part  of  the smart  home  to  provide  a  safe,  

sound  and  secured  living environment  for  the  inhabitant  of  smart  home  for  example  to monitor an 

elderly person or disabled person living alone [18].  

Smart  refrigerator:  The  smart  refrigerator  can  meet  the  user’s need  with  food  storing  

function,  it  is  equipped  with  a  shopping and  storage  application  that  require  managing  and  

tracking  the products in the refrigerator as well as sending an alert to the user if a product is about to pass 

its expiration date or it has not been used in a long period [19].  

Smart window: Smart window system is a very important part of smart  home.  The  windows  are  

automatically  controlled  opened and closed by  measuring environmental parameters. This system is  

developed  to  control  the  wind,  the  rain,  the  smoke…to  make reasonable judgment to protect the user 

[20].  

Smart  locks:  Smart  lock  system  is  very  important  especially because it is related to the safety 

of the user. The user can simply use his mobile to open and close door also he can monitor who is entering 

and leaving his home while he is absent [21].  

Smart light: A lighting control system for smart homes has been developed  and  implemented to  

automatically  control  light  in  the home  based  on  the  movement  of  the  user,  it  can  turn  off 

automatically  when  the  room  is  unoccupied  and  it  can  turn  on when the user enter the room [22]. 

Smart TVs: Smart TV provides better environment for watching TV  contents  due  to  Ultra  High  

Definition  (UHD)  along  with watching  movies,  playing games,  browsing,  and  full  support  for web 

2.0 features that allows viewers to satisfy their need by using the smart TV large screen. In addition, 

beside storage capabilities, processing  and  connectivity,  smart  TVs  have  full  support  for internal and 

external sensors, such as  camera, face detection  and recognition, voice recognition [23]. 

3. SMART HOME SECURITY THREATS 

Smart Home  includes  home  appliances, control  for  each  system within  the  home.  It’s  deployed  

various  technologies  including sensors, devices and appliances which are communicating to each other or 

to the user [24]. In a smart home environment, there are various  devices  with  different  mechanisms,  so  

the  security depends  on  which  device  used.  But the smart home elements consists of IoT 

implementations, Cloud technology implementations, and application to device also home facilities or 
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appliances. Those implementations in smart home system raise security threats to the information and 

privacy from the home users. 

Informations are transferred every time the smart home system is being used through various 

communication technologies. The  smart  home  uses  various communication  technologies such as:  

LAN,  WAN  and  Wireless technologies. For example, for wireless technologies , it’s easy for the  

attacker  to  capture  signals,  gain  an  access  and  obtain confidential information to manipulate it [25]. 

About the security attacks in smart home, they can be categorized into two categories (active and passive 

attacks). 

The passive attacks aim to listen without modifying the data or the performance of the network. In 

the passive attacks, the attacker obtains information from the system, monitors the system, transmits the 

messages and does not modify them but he learns something from it. Generally, these types of attacks are 

undetectable. The active attacks aim to modify the data or the messages, breaking into the network 

equipment or disrupting the performance of this network. Examples of active attacks include denial of 

service, message modification, and password cracking. Some  of  the  major  threats  in  the  smart  home  

environment  are mentioned as follows [26] [27] [28]:  

• Eavesdropping: It’s an attack on confidentiality of the smart home environment.  An  

attacker  can  monitor  the data  traffic  from  the smart home networks without knowing it. 

So, there is a violation of the confidentiality of the home’s users. 

 

• Masquerading: the  attacker  imitates  unauthorized  access  to  the smart home internal 

network system in order to get secret data or acquire service.   

 

• Replay attack: An  intruder arises  between two parties and  gets the messages transmitted 

to get a copy of legitime service that the home user is authorized.   

 

• Message  modification: the  aim  of  the  intruder  is  to  hijack  the communication 

between two legitime parties in  order to change values in information.  

 

• Denial of service (DoS): the attacker sends a huge number of messages to servers, devices 

to restrict the internal traffic inside the smart home,  to  make  the  network  unavailable  and  

reduce  the accessibility of network service.  

 

• Malicious codes:  Malicious it’s a software threat, it’s applied to alter,  demolish  or  obtain  

information,  this  is  the  most  risks  in smart home environment due to the lack of 

unawareness of home user’s about data and network security. 
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4. ENCRYPTION METHODS 

Smart Home System elements consists of IoT implementations, Cloud technology implementations, 

and application to device also home facilities or appliances. Those implementations are in smart home 

system are using the user data and information through various communication technology that raise 

security threats to the information and privacy from the home users. To solve those security threat 

problems, the smart home system must consists security 

4.1. Encryption Methods on IoT 

IoT  application  protocols  used  by  most  IoT  devices  nowadays include one of the 

following data-link and network protocols: 1.  Devices  that  use  the  IEEE802.15.4  protocol.  

Such  devices  are utilized for middle coverage range personal area networks [29, 30]. 2. Devices 

that use the LoRaWAN MAC protocol for long-range communications, 3. Devices that use the BLE 

protocol for close proximity data exchanges [31] and 4. Devices that use custom RF  open MAC, 

suitable for low or medium coverage range protocols, implemented  on  FSK,  GFSK,  ASK  and  

OOK  capable transponders connected to microprocessors (RF12B, RF22, RF69) via I2C, SPI, or 

UART bus [32, 33, 34].  

The IEE802.15.4 standard is the base specification used by many other  implementations   such  

as  the  6LoWPAN,  WirelessHart, Xbee  or  Zigbee  for  creating  Personal  Area  Networks. 

IEEE802.15.4  network  security  includes  a  PAN-id  field  to identify  devices  in  the  same  

network  through  concentrators responsible for network coordination and addressing. When these 

networks  are  functioning  in  secure  mode  may  use  AES-128 algorithm  in  eight  different  

security  levels  [36].  In  AES-CTR mode only payload encryption, is provided by the encryption 

of a node concentrator nonce value and a frame counter value with a node placed static key XORed 

with the frame payload. The AES-CBC-MAC mode is used for data authenticity; in this mode the 

frame  payload  is  left  unencrypted  while  the  payload  generated integrity  code  is  encrypted.  

This  mode  also  requires  the installation of a predefined application key to each node. Finally, in  

AES-CCM  mode  apart  from  data  authenticity  achieved similarly to  AES-CBC-MAC, an  

additional AES  key is  used to encrypt the frame payload. In IEEE802.15.4, node authentication is 

provided by the generation of the authentication integrity code token taken from the node source 

address, the frame counter and the key sequence counter [35,36].   

BLE  protocol  uses  four  security  levels:  1.  No  security,  2. Unauthenticated pairing with 

encryption, 3. Legacy mode and 4. Secure connections [31,  37]. BLE 4.x  nodes use the  up  to 6 

digit number and a generated nonce in a process called pairing for BLE sensor -node  identification 

(LE  Legacy  mode)  [37],  following  the public  key  generation  and  exchange  for  the  process  

of  data encryption. For BLE devices (gateways) that do not include input interfaces, a  more  of a  

static key  pairing  code build  in to  each device  is  used.  Furthermore,  the  paired  sensors  

usually  are accepting pairing requests indefinitely. Nevertheless, even if the authentication pairing 

process is susceptible to man-in-the-middle attacks, eavesdropping and brute force attacks, BLE 4.2 

devices provide as an amendment the use of strong authentication instead of  pairing.  This  is  

achieved  by  using  sensor-node  random generated nonce’s verification after a public key 

exchange process [31].    

 BLE  uses  the  AES-CCM  [31,  38]  algorithm  to  provide  data integrity  and  security  upon  

authentication  using  two  keys  for modes 2, 3 and a single 128bit session key (Long Term Key -
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LTK, LE  secure  connections)  for  mode  4   [37].  In  mode  4,  the  AES session  key is  

exchanged between  the  node  and the  sensor  end using  a  sophisticated  Diffie-Hellman  with  

elliptic  curve cryptography (ECDH) P-256bit [31, 38], making BLE the state of the art 

representative for IoT data encryption and integrity.   

 LoRaWAN protocol uses two main modes of authentication and data  encryption:  1. ABP  

(Activating  device By  Personalization) and  2.  OTAA  (Over  the  Air  Activation)  [ 39].  For  

LoRaWAN protocol,  authors  are  focusing  on  commonly  used  class  A configuration  only   

[40].  LoRaWAN  uses  AES  128bit  for encryption  with  a  4-byte  integrity  code  for  data  

authenticity verification, for frames send to the LoRaWAN server through the gateways.  The  

protocol  encryption  and  data  integrity  (Message Integrity Code –MIC) follows the 

IEEE802.15.4 specification part B  (AES-CCM)  [40,  42].  More  specifically,  all  LoRaWAN  

v.1.1 specification  [40]  devices and  servers include  a  64bit  device id (DevEUI) and  a unique  

per application 64bit AppEUI, used  for device  authentication  to  the  server.  For  ABP  mode  

manual network activation is performed using the device address (16bit) a unique  network  session  

key  (128bit)  and  a  unique  application session key (128bit) stored to the LoRaWAN server 

database and to each node accordingly [40].  The network session key is used to encrypt 

LoRaWAN frame header commands (options) as well as to calculate the MIC code. The application 

session key is used to encrypt the payload data [40, 41].  

 For  LoRaWAN  OTAA  mode,  the  devices-motes  themselves generate  and  exchange  the  

network  session  and  application session keys during the OTAA join request phase, using an AES -

128  commonly  shared  application  key  stored  both  at  the LoRaWAN server and motes [ 40, 41]. 

The integrity of those key exchange  messages  is  assured  with  an  AES128-CMAC  process 

(MIC  generation) that  includes devEUI  values,  a  frame  counter value and a nonce value [ 40].  

RF12B, RF22 and RF69 devices provide library frameworks for the  developers  to   build  their  

own  custom  data  encryption  and integrity implementations  [32,  33, 34].    The  frameworks 

include AES-128 encryption and decryption functions for ECB, CBC and CTR  modes.   These  

frameworks do not provide a  specification mechanism for security but rather the MAC capabilities 

and AES functions for the developers to create their own custom protocol security 

implementations. These frameworks lack of support for any  kind  of  non-symmetric  algorithm  

implementation  for  the process of key exchange or even fair authentication mechanisms. The  

authentication  mechanisms  of  the  provided  libraries  utilize only  network  ids  for  the  process  

of  network  identification  and unique node ids for node distinction.  

4.2. Encryption Methods on Cloud  

Cloud-based storage be particularly attractive for consumers by providing on-demand capacity, 

low-cost service, and long-term archive. Furthermore, consumers can access applications and data 

from the cloud anywhere in the world on demand. However, several recent surveys [ 43] show that 

88% potential cloud consumers worry about the privacy of their data,  security is often cited as the 

top obstacle for cloud adoption. Unfortunately, traditional security mechanisms, such as access 

control technology, are not suitable for the cloud environment due to the outsourcing -service 

characteristics of cloud storage and the untrusted or honest but curious assumption of cloud 

providers. 
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In order to solve this issue, attribute-based encryption (ABE) [44, 45, 46] has been proposed in 

the recent years. ABE is a new cryptographic technology, which encrypts a message in terms of 

access constraints based on fine-grain access control (FGAC) model [47, 48]. By using access policy 

on attributes describing the out-sourced data, only authorized users can access and decrypt the data. 

For example, we can use ABE to encrypt a file by a policy ((𝐹𝑎𝑐𝑢𝑙𝑡𝑦 = 𝑃𝑟𝑜𝑓.) and ((𝐷𝑒𝑝. = 𝐶𝑆) or 

(𝐷𝑒𝑝. = 𝐸𝐸))) If a user obtains a private key with an assignment of at-tributes {𝐹𝑎𝑐𝑢𝑙𝑡𝑦 := 𝑃 𝑟𝑜𝑓., 

𝐷𝑒𝑝. := 𝐶𝑆}, she/he can de-crypt this file based on the match between access policies embedded into 

the file and identity attributes described in  the user’s private key. Although ABE is a powerful tool 

which meets a variety of application requirements, ABE still has some disadvantages in its practical 

uses. For example, ABE is a more individual-oriented access control system. The reason is that 

ABE, as a fine-grained access control method, requires a user’s direct intervention to define the 

access policy for each protected resource. Hence, it is not like traditional access control systems, 

such as RBAC, which are transparent to all users (e.g., the system does not require user’s direct 

intervention). When an application needs to deal with a large amount of data, the requirement for 

the user to specify a perfect and sound access policy, will consume large amounts of user’s energy. 

Sometimes, it may be unrealistic when the user’s policies are required to keep consistent with 

constantly changes of the system. These restrictions hinder the applicability and popularity of  ABE 

to secure cloud storage. 

Therefore, it is necessary to develop a more user-friendly security mechanism for data security 

in the cloud. To solve the above issues, we put our attention to role -based access control (RBAC) 

that has been widely adopted by various information systems over the past few years. Compared 

with FGAC used in ABE, advantages of RBAC include simplicity, easy-to-use, and automatic 

running with-out user’s intervention. For example, in a Windows-based network system, a role’s 

responsibilities and relationships are specified by the administrator and various access controls are 

completely transparent to ordinary users. Typically, users do not need to develop access policies for 

their own resources, but if necessary, they can customize their  own policies. Implementation of 

RBAC model into the ABE scheme could be transplanted into secure cloud storage. The benefit 

from the combination is that a more user-friendly and easy-to-manage security mechanism can be 

achieved to protect user’s data in the cloud.  

One of technical challenges to implement RBAC model is to realize role hierarchy (or called 

Lattice) used in RBAC into ABE, as well as partial order relation. There has been some 

cryptographic work [49, 50]to realize the hierarchical key in terms of RBAC, but they cannot be 

directly used for ABE. In addition, some work in ABE have supported the tree-hierarchy (called 

hierarchical ABE) [51, 52, 53], but they cannot support full RBAC-type hierarchy which is a lattice 

with tree, inverted tree, general hierarchies on them. Therefore, it is necessary to develop a new 

construction for ABE with full RBAC-type hierarchy. 

New ABE scheme called Attribute-Based Encryption with Attribute Lattice (ABE-AL). ABE-

AL provides an efficient approach to support attribute lattices with arbitrary partial order relations, 

including the comparison operation (𝐴 ⪯ 𝑣or 𝐴 ર 𝑣) for a poset of attribute values 𝐻 =(𝑉,⪯)on𝑉 = 

{𝑣1, ⋅⋅⋅ ,𝑣𝑛}, a attribute variable 𝐴 and an attribute value 𝑣 ∈ 𝑉 . We also prove that our ABE-AL 

scheme is se-mantic secure and unforgeable under the eDDH and 𝑚-SDH assumptions. Compared 

with prior schemes, our scheme provides more succinct and richer policy representation for flexible 

access control. 
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5. DATA ENCRYPTION IMPLEMENTATION ON SMART HOME 

SECURITY 

Based on Smart Home security issues, data encryption methods are implemented on IoT and 

Cloud Environment to ensure the data and privacy security for the home users. The data encryption 

methods implemented on IoT elements for smart home is according to the OSI model for each of 

IoT layers (Physical and Data Link Layer, Network Layer, Transport Layer, and Application 

Layer). The encryption through protocols on each layer are mentioned as follows: 

• Physical and Data Link Layers: protocols used to construct the smart home are WiFi, 

Bluetooth, ZigBee based on the 802.15.4 standard and LoRaWAN.  

 

• Network Layer: Network layer protocols for the IoT and smart home applications use 

IPv6 functionalities. over Low power Wireless Personal Area Networks (6LoWPAN) 

and Routing Protocol for Low power and Lossy Networks (RPL).  

 

• Transport Layer: Regarding the transport layer which ensures that the data is sent 

rapidly and efficiently, UDP is preferred as a simple OSI transport layer protocol for 

client/server network applications based on IP and Datagram Transport Layer Security 

(DTLS) which provides communications privacy for datagram protocols and a better 

security in a way to prevent eavesdropping, tampering, or message forgery.  

 

• Application Layer: The application layer is responsible for delivering specific 

application to the user. The most important application layer protocols for IoT and 

smart home environments are Constrained Application Protocol (CoAP), MQ 

Transport (MQTT), eXtensible Messaging and Presence Protocol (XMPP) and 

Message Queuing Protocol (AMQP). 

For mostly Smart Home data attacks happened through physical and data link layer in IoT, so 

the protocol LoRaWAN uses authentications and data encryption to ensure data security. LoRaWAN 

protocol uses two main modes of authentication and data  encryption:  1. ABP  (Activating  device 

By  Personalization) and  2.  OTAA  (Over  the  Air  Activation)  [39].   

As the data encryption is implemented on IoT, the data encryption is also implemented on 

Cloud Environment in smart home system. Because traditional security mechanisms such as access 

control technology are not suitable for the cloud environment due to the outsourcing -service 

characteristics of cloud storage and the untrusted or honest but curious assumption of cloud 

providers, Attribute-based encryption (ABE) [44, 45, 46] has been proposed in the recent years to 

ensure data security on Cloud Environment. ABE is a new cryptographic technology, which 

encrypts a message in terms of access constraints based on fine-grain access control (FGAC) model 
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[47, 48]. By using access policy on attributes describing the out-sourced data, only authorized users 

can access and decrypt the data. 

Although ABE is a powerful tool which meets a variety of application requirements, ABE still 

has some disadvantages in its practical uses. For example, ABE is a more individual -oriented access 

control system. The reason is that ABE, as a fine-grained access control method, requires a user’s 

direct intervention to define the access policy for each protected resource.  To solve the issue in 

smart home system, would be best for smart home system implements new ABE scheme called 

Attribute-Based Encryption with Attribute Lattice (ABE-AL) which provides an efficient approach 

to support attribute lattices with arbitrary partial order relations, including the comparison operation 

(𝐴 ⪯ 𝑣or 𝐴 ર 𝑣) for a poset of attribute values 𝐻 =(𝑉,⪯)on𝑉 = {𝑣1, ⋅⋅⋅ ,𝑣𝑛}, a attribute variable 𝐴 

and an attribute value 𝑣 ∈ 𝑉 . We also prove that our ABE-AL scheme is se-mantic secure and 

unforgeable under the eDDH and 𝑚-SDH assumptions. 

6. CONCLUSION 

In conclusion, a home is a place where our private information needs to be respected. Unlike the 

traditional houses, smart homes can store the user’s sensitive and important data and make his life better 

and comfortable. Even so, the user should apply effective and appropriate security measures to prevent or 

to secure his data from network attacks. In this paper, the writer understands those security threats in smart 

home system and identified the security solutions through data encryption with various methods on IoT and 

Cloud Environment. Additionally,   based on data encryption methods  effectiveness it can be concluded 

which data encryption method that would be suited smart home system security needs.
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