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Abstract — Data is now more important than ever. Any business from every 

department needs data to survive and grow. Healthcare is one of them, the healthcare 

industry collected amounts of crucial and sensitive data about their patients to their 

Electronic Health Record to help healthcare professionals make the best decision. 

Despite all of the benefits of using data in healthcare industry, several challenges need 

to be faced to maintain their data privacy. One of the challenges is data breaches. 

Data breach become a prominent problem for healthcare, particularly during 

COVID 19 pandemic. This paper describes and evaluates factors that cause potential 

data breach, impacts of data breach and alternative countermeasures to overcome 

the challenges of data breaches in the healthcare industry.  

Index Terms — data breach, healthcare, patient data access 

 

1. INTRODUCTION 
1.1. Background 

The healthcare industry is booming at a faster rate and the necessity to manage patient 

and innovate has increased synonymously. With the rise in such needs data has become 

one of the prominent aspect in healthcare department. As a point in case an electronic health 

record (EHR) has been invented. EHR itself is a digital version of a patient’s paper chart 

that stored data such as patient’s medical history, diagnoses, medications, treatment plans, 

immunization dates, allergies, radiology images, and laboratory and test results.  EHR has 

become a vital part of the healthcare industry because it can help health practitioners to 

access evidence needed to make the best decisions [1]. 

Data that stored in Electronic Health Record has lessened the workload of healthcare 

practitioners and led to a more paperless environment, however as the use of EHR continue 
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increasing they need to address and handle the increasing cybersecurity attacks for their 

private data. Healthcare information is regarded by many as the most confidential type of 

personal information as patient put many sensitive information to those data [2]. That is 

why healthcare industry needs to protect and secure this data to ensure the confidentiality 

of healthcare data.  

However, there has been very little action in policy development for these issues 

moreover, the advances in information and communication technology have led to a 

situation where EHR confront with new security and privacy threats namely data breaches 

[2]. Accidents of data breaches in healthcare industry has been appeared and seem to be 

increasing in recent years. Especially as the hospital and healthcare industry nationwide 

grapple with the fast-moving demands of medicine and vaccine for the fast-growing growth 

of COVID 19 pandemic, many cybersecurity attacks have appeared to attack their research 

or patient data.  

This paper will discuss factors that cause data breach in healthcare industry, the impacts 

of data breach and countermeasure for this cybersecurity attack from other journals and 

papers. This paper will also answer the following questions. 

1. What are the factors that influence potential data breach in healthcare industry? 

2. What are the impacts of data breaches in healthcare industry? 

3. What is the alternative countermeasure to help prevent data breach in healthcare 

industry? 

The rest of this paper are organized as follows : 

1. Section 2 – Methods 

2. Section 3 – Overview of EHR, Access Control and Data Breach  

3. Section 4 – Factors of Data Breach 

4. Section 5 – Impacts of Data Breach 

5. Section 6 – Alternative Countermeasure  

6. Section 7 – Conclusion  

 

2. METHODS 
2.1. Literature Study 

This paper use literature study to ensure both opinion and fact given in this paper are 

accurate and impartial. Literature study in this context could be defined as a systematical 

review that attempts to collect all empirical fact related to data breaches on healthcare 
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industry. The objective of literature study is not only to gather empirical evidence but also 

to summarize the facts and countermeasure for this case. 

2.2. Information Sources 

The search was applied to ACM Digital Library, Scopus, IEEE Digital Library, 

ScienceDirect and some reference lists included in those articles to ensure this paper would 

be more comprehensive. 

 

3. OVERVIEW OF EHR, ACCESS CONTROL AND DATA BREACH  
3.1. Electronic Health Records (EHR) 

Electronic Health Record is a digital collection of patient health information in an 

electronic format. EHR is increasingly being implemented in many developing countries 

[3]. According to Robert Wood Johnson of Institute of Medicine (IOM) elements that 

become the core of EHR itself are : 

1. Clinical documentation and health information display. EHR record and display 

laboratory test results, allergies, patient medication lists medical diagnoses, patient 

demographics, clinical’s notes, advance directives, and other information [4]. 

2. Results management. EHR organize results from data repositories of previous and 

current results from various laboratory test [5]. 

3. Computerized Provider Order Entry Management (CPOE). EHR provides data 

about order prescriptions, diagnosis test, treatments and referral electronically. 

Healthcare practitioners can modify, save and retrieve data from this CPOE. 

4. Clinical Decision Support (CDS). EHR can easily give data and fact about patients 

which can help and support clinicians decide on a best decision. Accurate medical 

data is essential in diagnosing diseases and determining the conditions of patients.  

5. Electronic communication and connectivity. EHR systems can facilitate 

communication and interaction between health practitioners and other providers 

such as pharmacies, or laboratories.  

This are the reasons of why EHR data is very important to healthcare industries. Any 

change or loss to this data can causes heaths problems for patients. For example if a medical 

records of patient with diseases such as HIV infection or dermatological problems leak or 

breach then it can lead to discrimination or even death if the diseases is very serious [6]. 
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3.2.  Access Control 

Any system needs access control models to determine users’ access to the data 

repository. There are various AC models and each one depends on a particular method and 

set of rules. [7]. Type of AC models is listed below. 

1. Discretionary Access Control (DAC). This models utilize user identification 

procedures to identify and restricted object access. Authentication credentials such 

as username and password are verified before access is granted. This type of access 

control is highly flexible in terms of data control.  

2. Mandatory Access Control (MAC). This models is a system-enforced access 

control based on a subject’s clearance and object’s clearance. A subject may access 

an object only if the subject’s clearance is equal to or greater than the object’s label, 

subject cannot share objects with other subjects who lack the proper clearance. 

MAC systems are usually focused on preserving confidentiality of data [8]. 

3. Role-Based Access Control (RBAC). This models is the most commonly used in 

EHR system. According to 35 articles about access control 27 of them refer to 

RBAC as their main access control [2]. RBAC relies on classification of users into 

roles and each role has privileges and right regarding data access.  

4. Attribute-Based Access Control (ABAC). This models is designed to access data 

more accurately (fine-grained) and securely. It can handle user attribute and allow 

users to access the server’s repository. ABAC proposed to break the limitations of 

DAC, MAC and RBAC control access models. 

 

3.3. Data Breach 

Data breach is a security accident in which sensitive information is access without 

authorization. This accident happens when unauthorized user entry a corporate’s database 

or in this case healthcare’s database and access confidential information in those database. 

According to Department of Health and Human Services’ Office for Civil Rights up until 

2019 there has been a 41.334.889 records of data breach in healthcare industry and show a 

major increase of 196% from 2018.  
 

4. FACTORS OF DATA BREACH 
Data breach in healthcare can be caused by various factors, however we can categorized 

this factors by three categories which is organizational factors, business processes factors 
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and technological factors. This categories doesn’t act individually as a single cause of 

failure but rather they act as a chain of events leading into failures. In figure two NIST 

strategic risk cycle describes of how these three factors associated with each other.  

  
Figure 1 NIST strategic risk triangle 

Sources (Cyber-analytics: Modeling factors associated with healthcare data breaches Journal) 
 
 

4.1. Tier 1 Organizational Factors 

Components of NIST strategic risk triangle itself are divided into three tier. The first 

tier is organizational factors. There are a lot of organizational characteristics that can 

influence the risk of data breach but the red line of this are the more complex and larger 

the system architecture of the organization or in this context a healthcare then the 

probability of them having more data breach to their EHR system is high. For example we 

can measured the size of healthcare’s system architecure by calculating the number of full 

time employees, number of beds, number of operations, total patient days, and number of 

AHA admissions in that healthcare. In addition the size of complexity can be measured by 

the number of births, number of surgical operations, expenditures seen in net operating 

revenue such as  payroll expense, operating expenses and year opened. Usually healthcare 

facilities that containing obstetrical and surgical operating units have more complex 

systems [9]. 

 As a point in case UNC Health, an healthcare organization that can be considered a 

large and complex healthcare which comprises UNC hospitals and provides network for 

surgical and obstetrical units suffered a data breach of prenatal patient information on their 

EHR that was mistakenly transmitted [10]. Another case in 2017 Presence Health, one of 

the largest healthcare network in Illinois recently agreed to pay  $475.000 fine for a branch 

of unsecured protected health information in timely manner [11]. This causes loss of 
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operating rooms schedules with included patient names, birth dates, and types of 

procedures , medical records numbers, surgeon name and type of anesthesia. 

 

4.2. Tier 2 Business Process Factors 

Tier two of NIST triangle risk factors are business process factors. According to data 

breach case study using root cause analysis involving Kaiser Permanente health insurance 

and medical care cited that one of the causes of data breaches in healthcare industry is the 

amount of people and technology that involve in the information flow of their business 

process. In this case study, they found out that data breaches often occurred due to a chain 

of events rather than a single cause of failure [12]. 

By integrating the user of Internet of Things on medical devices for example the 

increased use of connected healthcare systems such as dashboards in EMR can increase 

the risk of data exposure. The importance of considering dashboard as a threat is illustrated 

by Molina Healthcare who reported data breach involving a security flaw that exposed 

patient healthcare data over a month by URL and no authentication are required to access 

the link [13].  

Consider Computerized Physician Order Entry systems for Clinical Decision Support 

Systems is used for entering medication or lab orders transmit its data to an EHR [14].  

This systems can also increase exposure risks because they are often used by many users 

who are not permanent employees and may be remotely accessed from outpatient settings. 

The amount of technology and people used in this system can make the risk of data 

breaches to their EHR data higher. 

 

4.3. Tier 3 Technological Factors 

Tier three in NIST strategic risk cycle is associated with technological factors. 

Nowadays there are a lot of technology equipment implemented in healthcare industry to 

help health practitioners track patients data, materials, radiology report. The progression 

of technology in healthcare industry can lessened the workload of health industry, however 

they also can increase cybersecurity risk especially data breaches to their data.  

For example some healthcare industry implemented barcodes on drug or blood 

products to easily entry a data into Electronic Health Records (EHR). Although the 

adoption of barcode technology is consider beneficial especially in reducing medication 

errors there are many security issues [9]. First of all, the barcode readers are often hand 

held wireless devices which is connected to a network router via Bluetooth to the health 
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practitioners wireless workstation. This wireless connectivity between devices has a low 

security and history of default password and moreover there are already plenty of free 

barcode readers available for use on consumer’s smart phones or employees unsecured 

BYOD devices [15]. Thus, it increase the vulnerabilities of barcode implementation to 

healthcare industry. 

Biometric Technology is also popular but it’s also have a high risk of data breach. For 

example biometric identifiers such as fingerprints, retina scans, voice or face. There are 

many cybersecurity attack involving biometric technology for example The “Man in the 

Middle” attack uses a recording, your voice for example to gain access to your data and 

the “Hill Climbing” attack successfully changes an image until the biometric system 

recognizes it. So even technology implementation can greatly help healthcare industry, 

there are still need a precaution, rules or protocol to help suppressed the risk of 

cybersecurity attack from this technology.  

 

5. IMPACTS OF DATA BREACH  
Data breach is a cybersecurity incident of unlawful access of sensitive, confidential or 

otherwise protected data including personal health or personally identifiable information.. 

Healthcare industry is one of department with massive data breaches seeing more than 

200.000 records breached at a time. Recent biggest data breach accident in healthcare 

industry was American Medical Collection Agency or AMCA data breach with 25 million 

data patients has been exposed for eight months period between August1,2018 and March 

30, 2019 [16]. 

Especially during Covid-19 pandemic, healthcare industry has already under intense 

strain. It’s possible that the breach operators believe that this will make them more easier 

to exploit – both because overworked staff are more likely to be tricked and because more 

than ever hospitals can’t tolerate having systems out of action and therefore more likely to 

pay up [16]. Interpol itself has detected a significance increase in the number attempted 

attacks against healthcare industry. Below are listed some impacts of data breach in 

healthcare industry. 

1. Data breach violate the contract that firms will protect the integrity of 

customer’s personal data [17]. This violations can results in three common 

consumer reactions: cognitive which involves a reduction of future trust; 

emotional which includes anger, hurt and frustration; and behavioral which 
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involves spreading negative word-of-mouth (WOM) [18]. Not only that data 

breach can also increase the risk of identity theft for the victim and other 

cybersecurity attacks. 

2. Financial Loss. The effects of a breach can be devastating to a business, 

organization or healthcare financial. According to Ponemon Institute of 

Research the average expense for a healthcare to address medical data breach 

is 211$ per record.  

3. Reputation is one of the most valuable assets of healthcare industry. A loss of 

reputation can have devastating impact on healthcare competitiveness, but also 

stakeholder and customer trust and loyalty for that healthcare. A data breach 

is not only put millions of patients data on risk of identity theft but it also poses 

considerable cost to the healthcare reputation.  

 

6. DATA BREACH COUNTERMEASURE 
Data breach organizational victims suffered a large amount of expenses and individual 

victims whose data have been exposed susceptible to identity theft with a wide range of 

adverse consequences. Research around the world have tried to stop and prevent this 

cybersecurity to spread farther. According to ISO 27799 there are 5 area associated with 

security and privacy of data.  

1. Compliance. This areas refers to standards and regulations that EHR used, 

pseudo anonymity techniques that EHR used as security policies for data 

protection and privacy of personal information stored in EHR.  

2. Information systems acquisition, development and maintenance. This areas 

refers to whether EHR encrypt the data stored in there using cryptographic and 

key management methods. 

3. Access control. This areas refers to access control policy, user registration, 

privilege management, user password management, and information access 

restriction. For example authentication system that EHR used or grant access in 

EHR system. 

4. Communications and operations management. This areas refers to health 

information change policies and procedures in EHR system  and audit logging. 
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5. Human Resource Security. This areas refers to information security awareness, 

education and training of employees. For Example whether the EHR users are 

trained in security and privacy issues. 

In this paper, we will more focus on how to improve access control system in EHR. 

The current healthcare system is composed of different technology, people, business 

process, application, etc. such variables make EHR environment vulnerable to 

cybersecurity attacks such as data breach. This imposes the need to use access control 

system to prevent any illegal access to sensitive data [19]. There are different AC 

models, for example. is RBAC, ABAC, DAC, MAC, etc. In recent years due to 

significant increase of computer users especially in the presence of new technologies 

the need to upgrading AC methods also become an important issue to help reducing 

data breach in Healthcare industry. 

Thus, different AC methods are combined to find a model with more advance AC 

features to secure information from unauthorized access to sensitive data especially 

data stored inside EHR of healthcare industry. There are various combinations of AC 

that can help reduce the risk of data branch, however in this paper we will evaluate only 

two new type of AC combinations which is PAX and Smart-AC. 

 
6.1. SMART-AC 

As new technology grow, the way of accessing data also change. Nowadays there 

are various ways to access data. Access control is a necessary to control confidentiality, 

integrity and availability of data. This idea push Nadine Kashmar and friends to develop 

new Access Controls model to restrict and prevent illegal access from any platform to 

any sensitive data. The main idea of this AC is to include all/ some features of general 

AC models and adding the feature of dynamicity to handle diverse use cases and 

applications for AC. The characteristics of this new SMART-AC are: 

1. Dynamic ability to include/exclude all/ some features from existing models. 

2. The ability to extract different AC models based on a general basis and 

finding new ones (other than the presented model in literature). 

3. Ability to integrate with other AC methods to follow IT developments. 

4. Ease of migrating AC policies from one model to another with the help of 

organizations and also reducing complexity and cost. 

5. The possibility to have several AC models which can cooperate within the 

same organization or in this context within the same healthcare systems. 



Keamanan Informasi Data Breaches: Factors, Impacts and Countermeasure in Healthcare Industry 

 
Figure 2 Smart-AC Model Structure 

Source (Smart-AC: A New Framework Concept for Modelling Access Control Policy ) 

 
Figure 3 illustrates the systems structure of this new access control. It can be 

divided in different layers:  

1. Definition of basic terms and parameters. Every access models has its own 

basic terms and features. The aim of this layer is to define basic terms and 

parameters for features such as object, subject, role, permission, mappings 

and other defined parameters.  

2. Authorization Engine. This layer is divided into two parts, the first part is 

the formulation of AC method to model the authorization policies and the 

second part is policy consistency to check the coherence and robustness of 

model policies before enforcing them.  

3. Policy Enforcement. In this layer the AC decisions are enforced to the real 

environments to determine whether a subject is allowed or denied access to 

certain objects. 

 

6.1.1. SMART-AC Use Case 

This section provides use case example for the usage of Smart-AC 

access models to represent well-known AC models such as DAC and RBAC. 

The following scenario is illustrated as below. 

 

Use Case: In a hospital there is two receptionist (e1 and e2) in the admission 

office, these receptionists can write (w) and read (r) patients’ record files (f) in 
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EHR. In clinics, there are doctors (d) who can write (w) and read (r) patient 

prescriptions (p) and nurse(n) who can only read (r) patient prescriptions.  

Each worker in this hospital has their ID and a record relation their related 

information [19]. 

 

Discretionary Access Control (DAC) 

 
Figure 3 DAC Use Case 

Source (Smart-AC: A New Framework Concept for Modelling Access Control Policy ) 

DAC model itself is based on three key components which is set of 

objects, set of subjects, and matrix (ACM). Subjects can decide the access by 

determining how other subjects can access their object. According to figure 4 

DAC, we can summarize these points. 

1. In DAC model the parameters and terms for this case are :  

a. Subjects: Receptionist (e1,e2), doctor (d), and nurse (n). 

b. Objects: patient’ record files (f) and patients’ 

prescriptions(p). 

c. Permissions: read (r) and write (w). 

2. This parameters are calculated in DAC model function using matrix 

ACM and enforce a policy of “Allow receptionist (e1 & e2) to 

read/write patient files (f), nurse (n) to read (r) patients’ 

prescriptions, and doctors (d) to read/write patients’ prescriptions 

(p). 

3. Enforce the policy that has already been defined to parameters, allow 

if  it’s match and deny it it’s not. 
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Role Based Access Control (RBAC) 

 
Figure 4 RBAC use case 

Source (Smart-AC: A New Framework Concept for Modelling Access Control Policy ) 

RBAC is an AC models that enables access to a data based on roles. A 

role is a group of rights to use some objects. According to figure 4 RBAC use 

case, we can summarize these points. 

1. In RBAC model the parameters and terms for this use case are :  

a. Subjects: receptionist (e1, e2), nurse (n) and doctor (d). 

b. Objects: patient’ record files (f) and patients’ 

prescriptions(p). 

c. Roles: receptionist (rp), doctor (dr) and nurse (nr). 

d. Permissions: read (r) and write (w). 

2. These parameters are calculated in RBAC model function and 

defined a policy of “Allow receptionist (e1 & e2) to read/write 

patient files (f), doctors (d) to read/write patients’ prescriptions (p), 

and nurses (n) to read patients’ prescriptions (p). 

3. Enforce policy enforcement to those parameters, this policy 

enforcement is based on a policy that has already been defined at the 

layer RBAC Model Formulation. However, in this layer the policy 

categorized by their roles. For example, in this case, the policy 

enforcement is “Allow subjects who are assigned to role receptionist 

(rp) to read/write patients’ files or allow subjects who are assigned 

to role doctor (dr) to read and write patients’ prescriptions, allow 
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subjects who are assigned to role nurse (nr) to read patient’s 

prescriptions and deny other access. 

 

7. CONCLUSION 
The progression of using data in healthcare department bring many benefits to 

healthcare department, however as the use of data continues increasing, cybersecurity 

attacks to data is also increasing. One of the most frequent cybersecurity attack to 

healthcare data is called data breach. 

There are three factors that causes potential data breach in healthcare industry. First are 

technological factors, second is business process factors and last is organizational factors. 

These factors doesn’t act individually as a single cause of failure but rather they act as a 

chain of events leading into potential data breach. 

  Scope of impact from data breach can be very vary, however some of the crucial 

impacts of data breach are: increase the risk of other attacks such as theft identity and fraud 

attack, loss of customer and stakeholder trust, financial loss, and reputational damage. 

As technology continues increasing, the diversity in devices and platform to access data 

also growing. One of the countermeasure to help reducing data breach is by developing 

more dynamic access control, namely Smart-AC. This access control can restrict any access 

to resources in any platform by adding feature of dynamicity to handle diverse use cases 

and applications for AC. 
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